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Cyber Threats and Nuclear Weapons 

Most of the work done at the intersection of cyber threats and nuclear weapons relates to nuclear 

command and control. Although this is a very important topic, cyber technologies affects all 

aspects of nuclear forces weapons and operations.  Tthis talk  addresses potential cyber impacts 

of nuclear weapons design and production, including the Stockpile Stewardship Program; nuclear 

delivery systems and platforms carrying such systems; advanced cyber-enabled defensive 

capabilities that might be deployed against U.S. nuclear forces; the nuclear tactical warning and 

attack assessment system; nuclear command, control, and communications (NC3); the planned 

modernization of U.S. NC3 systems; nuclear planning; and nuclear decision-making and 

escalation. 

 

AI and the Nuclear Weapons Enterprise 

How AI might be used in nuclear command and control is the subject of much discussion in 

national security circles.  But this debate—important though it has been—obscures many other 

ways that AI could be used or should not be used across the entire nuclear weapons enterprise. 

(In this talk, the nuclear weapons enterprise also encompasses nuclear weapons, their delivery 

systems, the associated command and control and the links of these entities to AI in systems not 

usually associated with nuclear weapons.) Key attributes of AI and the nuclear weapons 

enterprise will be reviewed, principles for thinking about AI in the nuclear weapons enterprise 

discussed, and specific guidelines for assessing the wisdom of AI in any given nuclear application 

proposed. 
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